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ABSTRACT 
 
This study focuses on the protections available to consumers in browse wrap and click wrap 
contracts, as consumers are faced with many challenges in electronic transactions. Consumer 
protection rights in South Africa are commendable and includes legislative interventions such 
as the Electronic Communications and Transactions Act 25 of 2002 and the Consumer 
Protection Act 68 of 2008, which have both played major roles in consumer protection. 
However, it remains of great importance to continue enhancing and safeguarding the rights of 
consumers particularly in the online environment. To this end, the study will consider whether 
consumers entering into browse wrap and click wrap contracts are sufficiently protected by the 
South African legislative landscape, and whether there is a need to supplement such protection 
for consumers. 
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   CHAPTER 1 
INTRODUCTION 
1.1 Background 
Historically, many contracts were concluded face-to-face and in the presence of the contracting 
parties. This approach is now almost antiquated, as technology has added to the manner in 
which parties’ contract, and many contracts are now concluded via electronic means, such as 
email, SMS or other forms of data messages.1 
The digital age, and in particular the internet, has changed the way people interact with each 
other on a local and global scale, and has made the world a much smaller place. People can 
now transact and send information anywhere across the world by the click of a button, which 
has also fundamentally transformed the way of doing business by means of electronic 
communication. Contracts can be concluded for instance, between a consumer in South Africa 
and a foreign private company located in Ecuador, regardless of the location or jurisdiction in 
which a person finds themselves. Notwithstanding the benefits of electronic communication 
and transactions, it has produced a myriad of new challenges and risks, such as uniquely 
technological challenges and amongst other things, consumer protection. One of these 
challenges is the manner in which online agreements are regulated to ensure consumer 
protection in such online transactions. 
South Africa generally recognises the validity of electronic and online agreements provided 
that they conform with the requirements for a valid contract.2 The law of contract in South 
Africa stems from the law of obligations, and can be defined as “an agreement between two or 
more parties with the intention of creating a legal bond that is recognised by the law.”3  
Contracts, therefore, create obligations between parties that consist of rights and corresponding 
duties. A contract also carries remedies that are available to the innocent party in instances of 
breach of contract. These includes, for example, specific performance, interdict, damages and 
cancellation of the contract.4 Therefore, contracts create personal rights between the 
                                                          
1 Jafta v Ezemvelo KZN Wildlife 2008 10 BLLR 954 (LC), is an example that contracts can now be concluded 
via SMS or email. These contracts are in form of a data message which, is data generated, sent, received or 
stored by electronic means. 
2 Johnson The Legal Consequences of Internet Contracts (2003 LLM Dissertation SA)100. 
3 Hutchinson and Pretorius The Law of Contract South Africa (3rd ed) 6. 
4 n 3 above. 
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contracting parties and intends to regulate the relationships between private individuals to a 
contract. 
Most countries have promulgated legislation for the regulation of e-commerce such as the 
United States of America,5 Australia,6 and Canada.7 South Africa has similarly enacted the 
Electronic Communications and Transactions Act(ECTA) that regulates and facilitates 
electronic transactions in South Africa.8 The ECTA provides that “[i]nformation is not without 
legal force and effect merely on the grounds that it is wholly or partly in the form of a data 
message”.9 Therefore, the ECTA recognises the validity of electronic contractual engagements 
and transactions.10  
It is against this background, that this study intends to discuss and contribute to the knowledge 
of two specific forms of electronic agreements namely, browse wrap and click wrap 
agreements. Browse wrap agreements are online terms and conditions that are presented, 
directly on a website or by reference to a hyperlink to a website that houses contractual terms 
and conditions. These terms are displayed to the user whilst visiting a web site and is often 
considered sufficient for the consumer to be bound to the website’s terms. Click wrap 
agreements, on the other hand, requires the consumer to click on an icon to indicate acceptance 
of the agreement’s terms and conditions displayed on the screen and is typically found in 
software or other license agreements, or online purchase portals.11 Both the browse wrap and 
click wrap agreements can be argued to form part of contracts of adhesion, which means that 
there is no possible negotiation that takes place in these types of contracts.12 
As there is little to no ability to negotiate or change the terms contained in adhesion contract 
and consequently browse wrap and click wrap agreements, the potential exists that consumers 
may be exploited in such arrangements. The overall rationale of this study is to consider the 
rights and possible protections that are available to consumers in browse wrap and click wrap 
agreements within the South African legal framework. To this end, the provision of the ECTA 
                                                          
5 Uniform Electronic Transactions Act 1999. 
6 Electronic Transactions Act 1999.  
7 Uniform Electronic Commerce Act 1999. 
8 Electronic Communications and Transactions Act 25 of 2002. 
9 S 11(1) of ECTA. 
10S 11(1) purports that electronic communication by means of data messages, has legal force in South African 
law. Therefore, electronic contractual engagements and transactions which form part of electronic 
communication, (example, via electronic mail) are recognised and valid in South African law.  
11 Pistorius “Click-Wrap and Web-Wrap Agreements” 2004 SAMLJ 568 570. 
12 Van Eck The Drafting of Contracts in South Africa (2015 LLD Thesis SA) 13. 
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and the Consumer Protection Act (CPA) provides protection for consumers, especially those 
finding themselves in a weaker bargaining position.13  
1.2 Research Problem 
There is no negotiation in contracts of adhesion, a contracting party is normally placed in a 
“take it or leave it” position.14 This means that a party can enter into a prejudicial contract with 
terms that are often not understood. In these instances, there is often also lack of transparency 
in the process leading to the contract as negotiation does not take place in adhesion contracts. 
Therefore, a party (normally the consumer) is placed in a weak bargaining position that can be 
to their disadvantage, as the drafting party (normally the supplier) may place clauses into the 
contract that restricts the consumer’s rights.15 Due to the nature of online transactions, it is 
necessary to determine the protections available to consumers in browse wrap and click wrap 
agreements, and to further consider if such protections sufficiently protect consumers. Thus, 
resulting in the necessity for legislative provisions for the protection of consumers. 
The main objective of the study is to investigate the current protections available to consumers 
in a browse wrap and a click wrap agreement, and whether any deficiencies exist within the 
current South African legislative landscape. If such deficiencies exist, it may then be necessary 
to supplement legislative provisions to provide sufficient consumer protection. 
1.3 Research Methodology 
The purpose of this research is to consider the protection afforded to consumers in browse wrap 
and click wrap agreements by assessing the current South African legislative framework. 
Therefore, the scope of this research paper will mainly focus on South African law. Insofar as 
it may be relevant to advance the research question, there may be references made to 
international sources. The research will make reference to constitutional provisions, legislation, 
case law, books, journal articles and similar sources. The study will be a desk-top study steeped 
in doctrinal analysis. A doctrinal legal analysis contemplates the “rhetorical practices that are 
                                                          
13 68 of 2008. 
14 n 12 above; Weidman v Tomaselli Country Court Rockland Country 18 Misc.2d 328 (1975) 331, defines 
adhesion contracts as “drafted by or for the benefit of a party, for that party’s excessive benefit, which party uses 
its economic or other advantage to offer the contract in its entirety for the acceptance or rejection by the 
offered.” 
15 Stoop “Background to the Regulation of Fairness in Consumer Contracts” 2015 SAMLJ 191 193. 
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internal to law, avoiding reliance on extra-legal normative considerations”.16 The doctrinal 
method forms part of “expository jurisprudence” which analyses the law as it is and exists 
contrary to “censorial jurisprudence” which focuses on the reformation of the law and deals 
with how law ought to be.17 This does not suggest that a doctrinal study is not value free and it 
permits for critique and suggestions on how the law can be reformed but from an internal 
perspective. It will not consider matters “outside” of the law, such as morality, political and 
sociological issues. The doctrinal methodology in this study is then value-laden without 
looking “outside” or “beyond” the law.18 
1.4 Structure and Approach 
Chapter 1 introduces and provides a general overview of the study. The chapter defines the 
area of research, the main issue and the problem in browse wrap and click wrap agreements. It 
further provides the rationale of the study and discusses the doctrinal analysis of this research 
paper. 
The research will, in chapter 2, generally discuss browse wrap and click wrap agreements, as 
well as the requirements and validity of such agreements by considering the South African 
substantive law and legal requirements.  
Chapter 3 introduces and discusses the provisions of the CPA as well as the ECTA. This chapter 
will mainly focus on whether consumers in browse wrap and click wrap agreements are 
protected by the South African legislative framework. It will also highlight deficiencies in 
consumer protection not addressed by legislation. 
The research, in chapter 4, will then address the issues and deficiencies identified in chapter 3, 
and provide possible solutions as to how such issues and deficiencies can be addressed, where 
after the study will be concluded in Chapter 5.
                                                          
16 Wendel “Explanation in Legal Scholarship: The Inferential Structure of Doctrinal Analysis” 2011 Cornell 
Law Review 1035 1039. 
17 Meyerson Jurisprudence (2011) 14. 
18 Van Staden “Identification of the Parties to the Employment Relationship: An Appraisal of Teleological 
Interpretation of Statutes” (2017 Thesis SA) 29. 
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CHAPTER 2 
CLICK WRAP AND BROWSE WRAP AGREEMENTS 
2.1 Introduction 
A contract can be described as “an agreement entered into by two or more persons with the 
intention of creating a legal obligation or obligations and which is recognised by the law as 
being binding between the parties”.1 For contracts to be recognised by the law as binding they 
must meet certain requirements, being consensus, contractual capacity, legality and lawfulness, 
formalities, possibility and certainty.2 These requirements must be satisfied for the creation of 
legal obligations and for the contract to be regarded as valid, binding and enforceable on the 
contracting parties. If one or more of the requirements are not met, then the contract can, 
depending on the circumstances, either be void or voidable.3 Against this background, this 
chapter will consider and discuss the validity of browse wrap and click wrap agreements in 
South Africa by considering certain provisions of the Electronic Communications and 
Transactions Act (ECTA)4 as well as relevant common law elements.  
2.2  Electronic Communications and Transactions Act 
In South Africa the provisions of ECTA provides some guidance on the validity and 
enforceability of browse wrap and click wrap agreements. Section 11(1) states that 
“information is not without legal force and effect merely on the grounds that it is wholly or 
partly in the form of a data message.” This is confirmed in terms of section 22(1).5 Section 11 
                                                          
1 Hutchinson and Pretorius The Law of Contract South Africa (3rd ed) 6; Nagel Commercial Law (5th ed) 41 
defines “a contract as an agreement based on consensus between legal subjects, who have contractual capacity 
to do so, which is lawful, physically possible and complies with prescribed formalities and it is reached with the 
intention of creating legal obligation” ; Christie and Bradfield The Law of Contract (2011) 2, describes “a 
contract as a promise or set of promises which the law will enforce.” 
2 Nagel (n 1 above) considers the possibility and certainty requirement as one category and calls this 
requirement physically possible; Hutchinson (n 1) 6, considers these as two distinct requirements, therefore, the 
text mentions the six requirements for a valid contract. 
3 Nagel (n 1 above) 44, notes that there is a distinction between void, voidable and enforceable contracts. Void 
means that the “contract never came into existence” because the requirements of valid contract were not 
complied with. Voidable, on the other hand, means that contract came into existence but can be set aside by the 
innocent party due to the improper conduct or defective process during the conclusion of the contract. A typical 
example of a voidable contract can be found in instances where there was misrepresentation or undue influence. 
In terms of unenforceable, the law would in certain instances not assist contracting parties in enforcing their 
contractual obligations, therefore, although legal obligations have been created the contract cannot be enforced. 
4 Electronic Communications and Transactions Act 25 of 2002. 
5 “An agreement is not without legal force and effect merely because it was concluded partly or in whole by 
means of data messages.” 
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of the ECTA, read with article 5 of UNCITRAL Model Law on Electronic Commerce,6 creates 
a slightly stronger case for the acceptance of browse wrap and click wrap agreements. It is 
evident from the ECTA that click wrap and browse wrap agreements are recognised in South 
Africa law. Therefore, these agreements may be considered as valid under South African law. 
Section 11(3) of the ECTA provides that information incorporated into an agreement is 
regarded as having been incorporated into a data message, if such information is referred to in 
a way a reasonable person would have noticed. Additionally, such information must be 
accessible in a form in which it may be read, stored and retrieved by the other party, whether 
electronically or as a computer printout. Section 11(3) of the ECTA states that the incorporated 
information (such as the supplier's standard terms and conditions) must be referred to in a 
sufficiently clear way and in an obvious place so that a reasonable consumer will take note of 
it, and the information must be accessible to the consumer such as via a hypertext link to 
another web page, where the information can be downloaded or stored for future retrieval. 
Section 12 of the ECTA provides that if the law requires a document or information to be in 
writing, such a requirement is met if the document or information is in the form of a data 
message and is accessible in a manner usable for subsequent reference. Browse wrap and click 
wrap agreements are considered to be in writing as they are both in the form of a data message 
as defined under the ECTA. They are also accessible and can later be referred to as provided 
in section 12. 
Section 13(3)(a) of the ECTA states that where an electronic signature is required by the parties 
to an electronic transaction and the parties have not agreed on the type of electronic signature 
to be used, that requirement is met in relation to a data message if a method is used to identify 
the person and to indicate the person's approval of the information communicated. This is 
applicable to click wrap agreements and will be dealt with later in this chapter. 
Finally, the last relevant section worth mentioning is section 24 of the ECTA which provides 
that: 
“As between the originator and the addressee of a data message, an expression 
of intent or other statement is not without legal force and effect merely on the 
grounds that it is in the form of a data message or it is not evidenced by an 
                                                          
6 “Information shall not be denied legal effect, validity or enforceability solely on the grounds that it is in the 
form of a data message.” 
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electronic signature, but by other means from which such person’s intent or 
other statement can be inferred.”  
This section specifically applies to browse wrap agreements, as there is no signature to indicate 
intention to be bound, but “other means” to determine the intention of the consumer, such as a 
person’s conduct which suggests that they had assented to the agreement. It is evident from 
this section that tacit agreements are also valid in electronic transactions. 
The ECTA, therefore, provides clear recognition of both browse wrap and click wrap 
agreements. In the sections that follow, the legal implications and validity in common law of 
each of these agreements will be discussed further. 
2.3 Browse Wrap Agreements 
2.3.1 What is a Browse Wrap Agreement? 
Browse wrap agreements are online terms and conditions which are accessible either by visiting 
a website or by reference to a hyperlink to a website. Examples of such browse wrap 
agreements have been included in Annexure A of this study. In terms of these agreements, the 
consumer is not required to accept or decline the terms or conditions but assents to the terms 
by merely using or visiting the website.7 In this regard, browse wrap agreements are considered 
tacit contracts, which will be discussed in more detail below. 
2.3.2 Legal Implications for Tacit Agreements 
In tacit agreements the conduct of the parties play a vital role to determine if they intend to 
contract with each other, and whether a contract came into existence. To determine if a browse 
wrap agreement came into existence, the conduct of the consumer must illustrate assent to the 
terms and conditions, thereby indicating that the consumer agreed to be bound to the 
agreement.8  
There is sufficient authority in South African law to confirm the recognition of tacit contracts. 
For example, in Bremer Meulens v Floros9 the court held that there is no difference between 
express and tacit contracts except that in a express contract, there is verbal declaration or a 
                                                          
7 Pistorius “Click-wrap and web-wrap agreements” 2004 SAMLJ 568 570. 
8 Frame v Palmer 1950 3 SA 340 CPD. 
9 1966 1 PH A36 (A). 
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written instrument, and a tacit contract on the other hand is inferred from a contracting party’s 
conduct. In Standard Bank of South Africa Ltd & Another v Ocean Commodities,10 the court 
said “[i]n order to establish a tacit contract it is necessary to show, by a preponderance of 
probabilities, unequivocal conduct which is capable of no other reasonable interpretation that 
the parties intended to, and did in fact, contract on the terms alleged.” McDonald v Young, 11 
confirmed that “unequivocal conduct is required before a contract would be held to have come 
into existence.” Finally, in Joel Melamed and Hurwitz v Cleveland Estates (Pty) Ltd,12 the court 
held that “a court may hold that a tacit contract has been established where, by a process of 
inference, it concludes that the most plausible probable conclusion from all the relevant proved 
facts and circumstances is that a contract came into existence.” 
It is consequently evidenced from case law that in tacit agreements, the court will consider the 
conduct, facts and circumstances to determine if it came into existence.  
2.3.3 Common Law Validity and Enforceability 
As mentioned, all requirements of a contract must be met for a contract to be valid and 
enforceable. The parties must have reached consensus, which is the meeting of the minds 
between parties in terms of all material aspects of contract. All formalities (be it formalities 
required by statute or the contracting parties themselves) must be complied with and must be 
observed by parties. The contract must be legal and lawful (being neither against public policy 
nor prohibited by legislation or the common law). Contracting parties must be capable of 
performing the obligations as described in the contract, therefore, it is important that the 
contract is objectively possible at the time it is concluded. Performance of contractual 
obligations must be certain and determinable, as it would be impossible to perform something 
which is not clear or determined.13 The parties must also have the capacity to contract which is 
the capacity to perform juristic acts and to participate in legal dealings.14 Therefore, tacit 
agreements and consequently browse wrap agreement must comply with the requirements of a 
valid contract for it to be enforceable. 
 
                                                          
10 1983 1 SA 276(A). 
11 2012 3 SA 1 (SCA). 
12 1984 3 SA 155 (A). 
13 Havenga General Principles of Commercial Law (7th ed) 88. 
14 Hutchinson (n 1 above). 
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2.3.4 Ticket Cases  
Browse wrap agreements are a form of unsigned documents, as there is no physical assent in 
the form of ticking a box required like in click wrap agreements evidencing the consumer’s 
assented to the terms of the contract. Therefore, a different test is used to determine if a party 
assented to the terms and conditions of a contract. This test would function similarly to the test 
used in ticket cases to determine contractual liability. 
According to van der Merwe, if there is direct evidence that the customer agreed or appeared 
to have agreed to the terms of the contract, then the party would be bound to the agreement. 
This could take the form of the party reading the terms and thereby signified or appeared to 
signify their agreement therewith.15 Pistorius provides that this is more difficult in browse wrap 
agreements as the consumer can always argue that they “did not know” and did not agree to 
the online terms of the browse wrap agreement.16 
In Durban’s Water Wonderland (Pty) Ltd v Botha,17 a mother and daughter claimed for 
damages for injuries they sustained at a water theme park due to a mechanical failure. The 
management of the park refused to be held liable as they had displayed a disclaimer notice 
exempting themselves from any damages or injuries that occur on the premises. The court held 
that if Mrs Botha had read and accepted the terms of the disclaimer notices in question there 
would have been actual consensus and would have been bound by those terms in the disclaimer 
notice. If she had seen one of the notices containing the conditions relating to the use of the 
amenities and had not read it, she would be bound if the Appellant took steps to draw her 
attention (as a reasonable customer) to the disclaimer. In such instances, there would have been 
actual consensus on the basis that she agreed to be bound by those terms. Therefore, the inquiry 
that had to be made was whether the Appellant was reasonably entitled to assume from Mrs 
Botha's conduct, in continuing to purchase the ticket, that she had assented to the terms of the 
disclaimer or was prepared to be bound to the terms without having reading them. The court 
held that the answer depended on whether the appellant gave “reasonably sufficient notice” of 
the terms and an objective test based on reasonableness was used to determine this.  
                                                          
15 Van der Merwe, Van Hyssteen, Reinecke and Lubbe Contract General Principles (2003) 277. 
16 n 7 above. 
17 1999 1 SA 982 (A). 
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The decision in Durban’s Water Wonderland (Pty) Ltd case is also supported in Sanso 
Properties Joubert Street (Pty) Ltd v Kudsee,18 as the court held, the consumer would be bound 
by the agreement if the supplier gave “reasonably sufficient, or reasonably necessary or 
everything reasonably possible to draw the consumer’s attention.” For the supplier to 
reasonably assume quasi-mutual assent, the inquiry that should be made is whether steps were 
taken to draw the attention of the consumer to the terms of that supplier. Section 49 of the 
Consumer Protection Act also provides that,19 notice must be given to draw the attention of the 
consumer by the supplier terms and conditions limit liability for the supplier or adversely affect 
the rights of a consumer. The section further requires the “consumer to have assented to that 
provision or notice by acting in a manner consistent with acknowledgement of the notice, 
awareness of the risk and acceptance of the provision.”20 Also, the court in Barkhuizen and 
Napier held, it is necessary to recognise the doctrine of “pacta sunt servanda”, but it would also 
be against public policy to enforce a clause if there is evidence that a party did not draw 
attention of the other party. 21 
Van der Merwe22 states that, in the case of unsigned contracts, the process of deciding whether 
or not terms of a contract could be binding on a consumer is based on three inquiries, being: 
did the consumer firstly know whether there was writing on the ticket and secondly that the 
writing contained terms of a contract?23If the answer to both these inquiries are in the positive, 
then the consumer would be bound to the terms, even if they had not read them. If the answer 
to either of these inquiries are in the negative, then a third question should be asked, being: did 
the party wishing to rely on the contract take reasonable steps to bring the terms to the notice 
of the other party? If the answer to this is in the positive, then the consumer would be bound to 
the terms contained in the notice. Therefore, it can be concluded that consumers in browse 
wrap could be bound to the terms based on the three-pronged enquiry, irrespective of whether 
                                                          
18 13 1976 4 SA 761 (A). 
19 68 of 2008. 
20 S 49(2) of the CPA. 
21 2007 7 BCLR 691 (CC). 
22 Van der Merwe (n 15 above) 278. 
23 In Parker v South Eastern Railway Co1877 2 CPD 416, the court said, a consumer who receives a ticket is 
bound if they knew that there was writing containing the terms and conditions, they are also bound if they knew 
there was writing but does not know it contains conditions. They are not bound in instances where they did not 
know there was writing. Therefore, consumers in browse wrap are only bound if they have knowledge that such 
terms and conditions exist regardless that they read them or not. 
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the consumer had knowledge of, or had read such terms and conditions in a browse wrap 
agreement.24 
In Bok Clothing Manufactures (Pty) Ltd v Lady Land Ltd,25 the court held that the nature of the 
document will determine the relevant steps required of a party to bring the other party’s 
attention to the contractual provisions. “The more obscure and incidental the document is, the 
more a positive step is required to bring it to the attention of the other party.” Therefore, in 
browse wrap agreements, if it contains unusual or unexpected terms, then this must be 
highlighted to the consumer. Such terms would only be binding on the consumer if the website 
owner or operator takes reasonable measures to bring the content of the browse wrap agreement 
to the attention of the consumer. The party which relies on the terms of the browse wrap 
agreement has the onus of proof that the requirements of the ticket cases have been met and if 
they are met, then the consumer cannot escape liability.26 
2.4 Click Wrap Agreements 
2.4.1 What Is A Click Wrap Agreement? 
Click wrap agreements are commonly used for accepting, example, access to websites for 
adults or typically in software or licence contracts. Click wrap agreements contains the “I 
accept” and “I do not accept” buttons, that prompts the consumer to decide whether to agree to 
the terms and conditions of the website or software programme. The consumer is physically 
required to do something (clicking a button) to signify their assent to be bound to the 
agreement. An example of a click wrap agreement has been included in Annexure A to this 
research. 
2.4.2 Legal Implications of Written Agreements 
Written agreements provide proof that can be relied on by the court that the contracting parties 
reached consensus, and the document can be used as evidence to prove the content of the 
                                                          
24 Richardson Spence & Co v Rowntree 1894 AC 217 made the same inquiry discussed by van der Merwe to 
determine if the consumer was bound to the terms and conditions. In King’s Car Hire (Pty) Ltd v Wakeling 1970 
4 SA 640 (N), the court held that the third question of the enquiry becomes relevant if either question one and 
two are answered in negative. In summary, if the customer knows the document contains terms and conditions 
but does not read it, then they would be bound if the supplier took such steps to draw their attention (as a 
reasonable customer) to the terms and conditions. 
251982 2 SA 565 (C). 
26 The court in Durban’s Water Wonderland (Pty) Ltd v Botha(n 17 above) also held that the onus of proving the 
terms of the contract that it relied upon, rested on the appellant. 
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agreement.27 Contracting parties would generally sign the document to prove that they had 
agreed to the content in the document.28 In click wrap agreements a similar process is followed 
but instead of physically signing a document, the parties electronically tick a box to prove that 
they agree to the content in the document. This can be regarded as a form of a signature and 
will be discussed in detail later in this chapter.  
2.4.3 Offer and Acceptance 
Click Wrap as a written agreement must meet the requirements of a contract for it to be valid 
and enforceable on the consumer, which has been discussed in detail under paragraph 2.3.3 
(above). One of the requirements is that there must be consensus, which is the meeting of the 
minds between parties in terms of all material aspects of contract. To determine if consensus 
took place, the analytical tool of offer and acceptance could be used in which one party would 
make an offer and the other would accept the offer.29  
The general rule is that an advertisement or display in itself does not constitute as an offer but 
an invitation to do business, therefore, the consumer becomes the offeror and when the 
advertiser or displayer accepts the offer then consensus is reached and a contract exists.30 The 
acceptance of the offer would provide proof that consensus was reached by the contracting 
parties.31 A website in itself would not be regarded as an offer to contract, but rather as an 
invitation to do business,32 however the prompt provided by a click wrap agreement would 
change this position as the consumer must confirm acceptance of the terms and conditions 
offered by the supplier. Consensus can only be reached when everyone has the serious intention 
to be contractually bound.  
2.4.4 Signature 
Often the signature of the parties in a written contract signifies the assent of a party to the 
agreement. In click wrap agreements, acceptance is signified not by a physical signature but 
                                                          
27 Hutchinson (n 1above) 20. 
28 Nagel (n 1 above) 67. 
29 Kerr The Principles of The Law of Contract (2002) 61, states that the contract comes into existence when 
there is acceptance to an offer made by a party. 
30 Havenga (n 13) 56. 
31 Estate Breet v Peri-Urban Areas Health Board 1955 3 SA 523 (A), in this case there was consensus through 
offer and acceptance. 
32 n 31 above. 
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rather by clicking on the respective icon to signify a person’s assent. The question is whether 
the clicking of the icon or box is just confirmation, or whether it is a form of a signature. 
The ECTA states that “an electronic signature is not without legal force and effect merely on 
the grounds that it is in electronic form.”33 This was confirmed by Spring Forest Trading v 
Ecowash,34 in which the court stated that electronic signatures are binding on the parties. 
Section 13(3)(a) of the ECTA provides that where an electronic signature is required by the 
parties to an electronic transaction and the parties have not agreed on the type of electronic 
signature to be used, that requirement is met in relation to a data message if a method is used 
to identify the person and to indicate the person's approval of the information communicated. 
The type of “method” is not defined or discussed by the ECTA. In click wrap agreements the 
use of ticking a box or icon is indicative that consensus has been reached and that the consumer 
acknowledged or assented to the terms and conditions. It could be argued this process of 
contractual assent is a method contemplated under the ECTA as an electronic signature or a 
mark.35 The identification of the consumer can be achieved by using the contact or personal 
details that were requested or by recording and tracking their Internet Protocol address. 
A signature can be viewed as a purely physical act and is a general expression of confirmation 
and authentication.36 South African legislation does not give an extensive guidance concerning 
the definition of a signature. Section 1 of the Wills Act37 defines a signature as including the 
making of a mark but it does not clarify on what a mark is. A mark may be “in the form of any 
shape, including the sign of a cross, an “X” or a number of lines that intersect”.38 In the 
Consumer Protection Act (CPA) the definition of a mark includes a signature. A signature is 
also defined as the “externally perceptible act by which animus signandi is expressed”.39 This 
means, the person signing the agreement must have the intention to be bound to the terms and 
conditions. 
                                                          
33 s 13(2) of the ECTA. 
34  2015 2 SA 118(SCA). 
35 In American case Groff v America Online Inc 1998 WL 307001, the court said that “the plaintiff effectively 
signed (emphasis) the agreement by clicking the I agree button and is bound to the terms of the agreement.” It is 
evident from this judgment that in America the “tick” is considered as a signature. 
36 Schellekens Electronic Signatures Authentication Technology from a Legal Perspective (2004). 
37 Wills Act 7 of 1953. 
38 Mason Electronic Signatures in Law (2012) 5; Mason (n 38) 218, In England an electronic signature in the 
form of a click acceptance is seen as “the technological equivalent of a manuscript using a cross”. 
39 Ex Parte Goldman and Calmer NNO 1965 1 SA 464 (W). 
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Section 1 of the ECTA defines a signature as “data attached to, incorporated in, or logically 
associated with other data and which is intended by the user to serve as signature.” According 
to this definition the consumer must have intention to have the data serve as a signature. What 
is clear from the definition of a signature is that, the consumer must have intention to be bound. 
Therefore, if a consumer in a click wrap agreement chooses to click on the “accept’’ button, 
then that clearly signifies the intention to be bound to the terms and conditions. Hence, there is 
no reason for not considering a “tick” in a click wrap agreement as a signature.  
The caveat subscriptor rule known as the doctrine of quasi-mutual assent will also apply to 
click wrap agreements.40 This means that the person who puts their signature to a document is 
bound by the terms in an agreement, as the signature gives the impression of assent by signing 
the agreement.41 It is presumed that a reasonable person intends to be bound by terms and 
conditions signed.42 In Burger v Central South African Railways,43 the court said that the rule 
sometimes has been expressed as a “rebuttable presumption that a person who puts their 
signature to a document knows what the document contains.”44 The caveat subscriptor rule can 
be influenced by the CPA, which provisions will be considered in more detail in chapter 3. 
2.5 Conclusion 
There is no material difference in the enforceability of a tacit, verbal and written agreement. 
The main difference, however, is of the evidentiary value. In a tacit agreement, the intention of 
parties will determine if there was a valid agreement or not. The written agreement, by reducing 
it into a written document largely removes uncertainty and the document can serve as proof of 
the agreement reached by the contracting parties.  
Browse wrap agreements would, being inherently tacit agreements, would find recognition 
both in common law and in terms of the provisions of the ECTA discussed in the preceding 
paragraphs. Browse wrap agreements must employ the three-pronged test used in ticket cases 
to determine whether a consumer would be bound to their terms as it forms part of unsigned 
                                                          
40 Christie (n 1 above) 41. 
41 Burger v Central South African Railways 1903 TS 571. 
42 n 40 above.  
43 n 41 above. 
44 As in Van Wyk v Otten 1963 1 SA 415 (O); Payne v Minister of Transport 1995 4 SA 153 (C), where the 
signatory was not aware that document contained contractual terms and no steps were taken to draw their 
attention to its existence. 
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documents. Therefore, elements of ticket cases are vital to assist the courts in establishing 
whether there is a valid contract and if a party can be bound to it. 
The requirements of a contract must also be met in click wrap agreements for it to be valid. As 
discussed, the “tick” in click wrap agreements can be considered as a signature. This is 
supported by section 13(3) of the ECTA which allows for any “method” to be used as a 
signature if the parties did not agree to the type of signature to be used in an electronic 
agreement. The challenge is that, a person can gain access to another person’s computer and 
details of such a person can be used to conclude a click wrap agreement Therefore, there will 
be issues of authenticity, which will be discussed in more detail in chapter 4.  
The mere fact that these agreements are electronic contracts does not make them unenforceable 
in South African law and that a party cannot be bound .Therefore, browse wrap and click wrap 
agreements would be regarded as valid both in common law rules discussed in this chapter as 
well as in terms of section 11, 12, 13, 22 and 24 of the ECTA.  
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                                                              CHAPTER 3 
 CONSUMER PROTECTION 
 
3.1 Introduction 
There are number of challenges associated with e-commerce such as the quality of information 
provided by suppliers on their web sites and the reliability of their goods and services. Goods 
are, for example, sometimes not delivered at the agreed time or to the wrong address, and in 
some instances those goods and services are not delivered at all. Websites often do not provide 
consumers with crucial information regarding complaint or dispute resolution procedures. In 
some instances, the information of the company is not clear, and information is not provided 
regarding business place and the contact details. Other risks faced by consumers, is the 
protection of their personal information such as addresses, banking details and ID numbers, 
which can be misused.1 
As browse wrap and click wrap agreements are considered to be adhesion contracts where there 
is no room for negotiation, consumers are placed in a weaker bargaining position due to the 
disparity of bargaining power between parties.2 Legislation attempts to protect the interests of 
consumers and provides measures to address the exploitation of consumers. The main 
legislative protections in browse wrap and click wrap agreements are found in the Electronic 
Communication and Transactions Act (ECTA),3 Consumer Protection Act (CPA)4 and 
Protection of Personal Information Act (POPIA),5 which will be considered in this chapter. 
3.2 Electronic Communications and Transaction Act 
The ECTA came into effect on the 30th of August 2002. It aims to facilitate electronic contracts 
in South Africa and to protect consumers entering into electronic transactions. Its main 
objective is to develop a safe and secure environment for consumers in electronic contracts, 
                                                          
1 Van Der Merwe, Roos, Nel and Eiselen Information and Communications Technology Law (2016) 313. 
2 Weidman v Tomaselli Country Court Rockland Country 81 Misc.2d 328 (1975) 331, defines adhesion contracts 
as contracts drafted for the excessive benefit of one party. “The party uses its economic or other advantage to 
offer the contract in its entirety for acceptance or rejection by the offered.” This shows that adhesion of contracts 
are based on “take it or leave it” situations. Van Eck The Drafting of Contracts in South Africa (2015 Thesis 
SA) 14, also notes the distinction between standard form contracts and contracts of adhesion in that some 
standard form contracts are for convenience, which means that standard contracts can be negotiated between 
parties to an extent. 
3 Electronic Communications and Transactions Act 25 of 2002. 
4 Consumer Protection Act 68 of 2002.  
5 Protection of Personal Information Act 4 of 2013. 
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and to ensure that there is legal certainty in electronic transactions.6 Chapter 7 of the ECTA 
deals with the protection of consumers.7 Browse wrap and click wrap agreements fall within 
the scope of Chapter 7, as they are considered to be electronic transactions for the reason that 
there is an exchange of data messages between the online supplier and the consumer.  
Section 43(1) of the ECTA requires the supplier to present certain information to the consumer 
on their web site. Information such as (i) the business name and legal status, physical address 
and telephone number, (ii) web site address and e-mail address, (iii) the accredited body that 
supplier belongs to, any code of conduct to which that supplier subscribes and how that code 
of conduct may be accessed electronically by the consumer. Its registration number and place 
of registration, (iv) the supplier must give a description of the goods or services offered, 
including the full price of the goods or services and the manner of payment, (v)the guarantees, 
that will apply to the transaction and how those terms may be accessed, stored and reproduced 
electronically by consumers, (vi) the alternative dispute resolution code to which that supplier 
subscribes must be provided, and (vii) additionally, security procedures and privacy policy of 
that supplier in respect of payment and personal information.  
Buys suggests that in click wrap agreements, this information set out in section 43(1) ,should 
be included in the terms and conditions on their website to ensure that the consumer has 
knowledge of such information before they click on the “I agree” button. In browse wrap 
agreements information must be accessible by way of a hypertext link to another web page.8 
For instance, BlueStacks website, which forms part of a click wrap agreement, provides the 
consumer with their physical address and email address in their terms and conditions in the 
event that a consumer has a query.9 
Section 43(2) of the ECTA provides the consumer with the “opportunity to review the entire 
electronic transaction, to correct any mistakes or to withdraw from the transaction before  
finally placing any order.” The idea behind section 43(2) is for consumers to make an informed 
decision before concluding the contract. This gives them an opportunity to go through the 
                                                          
6 s 2(1) (e) of the ECTA. 
7 Section 42 (1) of ECTA provides that, Chapter 7 is only applicable to electronic transactions. 
8 Buys “How Will The Consumer Protection Provisions Of The New ECT Act Affect Your Web Site?” (http: 
//www.buys.co.za. (16-09-2019)). 
9 BlueStacks is a software which enables Android applications to run on the PCs, it is an emulator of an android 
mobile phone. For example, a consumer can use BlackStacks to install WhatsApp application on their computer. 
This is a mere example to illustrate that many websites provide consumers with such information in their terms 
and conditions as discussed in s43(1). 
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agreement again and to withdraw from the transaction.10 Section 43(2) is applicable to click 
wrap agreements as in most instances, the “I agree’’ button is only available once the consumer 
has reviewed the terms and conditions. 
The ECTA further provides that failure by the supplier to comply with these sections, the 
consumer may cancel the transaction within fourteen days of receipt of the goods or services,11 
by returning the goods to the supplier or, where applicable, cease using the goods and services 
supplied, and the supplier must refund the consumer excluding the costs of returning the 
goods.12 As the ECTA is silent on how such cancellation may be made, the supplier would 
need to place the method of cancellation in its terms and conditions.13 Such a cancellation 
provision is particularly problematic and practically difficult in terms of downloaded software 
as the consumer would have already unsealed or have started using the software. In most 
instances, when a consumer downloads a software, they would pay a subscription fee for its 
use. The subscription can be cancelled but the software itself cannot be returned. The 
cancellation of the subscription would also depend on the terms and conditions of the software 
supplier. Therefore, it is important for the consumer to read the terms and conditions, to 
understand when and how can he cancel such subscription. 14  
In browse wrap and click wrap agreements, consumers could be requested to make online 
payments. Section 43(5) of the ECTA protects consumers by ensuring that the supplier uses a 
“payment system which is sufficiently secure” and such a  supplier would be liable for any loss 
suffered by a consumer, as a result of theft and fraud due to payment security issues.15 The 
method commonly used in these agreements is payment with a credit card or by electronic 
funds and transfer (EFT).These methods can be faulty as the system can have a malfunction or 
even unauthorised payment going off the consumer’s account. Therefore, the supplier, would 
be held liable for damages suffered by the consumer for non-compliance with section 43(5). 
                                                          
10 Erasmus Consumer Protection in International Electronic Contracts (2011 Dissertation SA) 21. 
11 s 43(1) and 43(2) 
12 s 43(3). 
13 s 43(4) of ECTA. 
14 An example of the terms and conditions for cancellation of a software subscription is, BlueStacks which 
provides that: “In terms of Blue Stacks Refund. If you cancel a yearly subscription before 30 days after the 
subscription start date, you will generally be entitled a full refund for any reason. If you cancel a yearly 
subscription between 2 and 6 months after the subscription start date, you will generally be entitled to a pro rata 
refund for any unused months. No refund will be paid (and no cancellation fee will apply) in relation to month-
to-month subscriptions, trial subscriptions, or yearly subscriptions cancelled after 6 months of the subscription 
start date.” 
15 s 43(6) ECTA. 
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Section 44 of the ECTA deals with the cooling-off period. In a cooling-off period a consumer 
is entitled to cancel without reason or penalty any transaction within seven days. Section 42(2) 
provides that section 44 does not apply to all electronic transactions such as financial services, 
auctions, goods for everyday consumption, goods made to the consumer's specifications, 
personalised goods, and in instances where audio or computer software were unsealed by the 
consumer. Therefore, in browse and click wrap agreements, if cancellation is not prohibited in 
terms of section 42(2), the consumer may cancel the agreement within seven days. The 
consumer would only be liable for the cost of returning the goods. Payment must be refunded 
to the consumer in full within 30 days after cancellation.16 
In browse wrap and click wrap agreements the supplier must deliver goods or services within 
thirty days after receiving the order unless parties agreed to a period for the delivery of the 
goods other than the thirty days. The consumer may cancel the agreement within seven days’ 
written notice if the supplier does not provide the goods and services within the specified period 
of time. If goods or services ordered are unavailable and supplier is unable to deliver, the 
supplier must instantly notify the consumer and refund the consumer within thirty days after 
notification.17 
Section 47 of the ECTA states that protection provided to consumers in electronic transactions 
“applies irrespective of the legal system applicable to the agreement in question.” Additionally, 
agreements which excludes any protection rights contained in the ECTA is null and void.18 
Although this provides protections within the boundaries of South Africa, this is problematic 
in situations where the online supplier is within a foreign jurisdiction that does not recognise 
the laws of South Africa. This is dealt with more fully later in chapter 4. It is, however, worth 
noting that a consumer can complain to the Commission for non-compliance with ECTA.19 
3.3 Consumer Protection Act 
                                                          
16 s 44(3) of the ECTA. 
17 s 46 of ECTA; S19 of the CPA dealing with supply of goods or services is not applicable to a transaction if it 
is regulated by section 46 of the ECTA. 
18 s 48 of ECTA. 
19 s 49 of ECTA. 
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The CPA came into force at the end of March 2011 and is a partial codification of the consumer 
protections in South Africa.20 It applies to both traditional paper-based agreements and 
electronic agreements that fall within the scope of the CPA. 21 
3.3.1 General Consumer Rights 
Section 18 of the ECTA provides that the consumer has a right to choose and examine goods. 
It also protects consumers from any loss or damage to goods unless it was resulting from gross 
negligence and recklessness action by the consumer. Section 18(3) states that “if the consumer 
has agreed to purchases goods solely on the basis of a description or sample, or both provided 
by the supplier” then the goods delivered to the consumer must in all material respects and 
characteristics correspond with such description. Section 18(4) further emphasises that goods 
supplied must be in accordance with description made by the supplier. Similarly, section 41 
provides that, a supplier when marketing goods must not state that goods or services have 
ingredients, characteristics and qualities it does not have as it consists as false, misleading and 
deceptive conduct. Consumers can return unsafe or defective goods and must receive a refund 
from the supplier.22These sections are of particular importance to browse wrap and click wrap 
agreements because in these agreements consumers cannot physically see the goods or services, 
but they rely mostly on the pictures or information provided by the supplier. Therefore, 
consumers would be able to rely on the protections afforded in section 18(3) and 41 in relation 
to the goods provided under click wrap and browse wrap agreements. These consumers in most 
instances can return the goods if they are not according to the description of the supplier.23  
                                                          
20 The CPA “aims to protect the consumer against unfair business practices that were previously unregulated. It 
ensures that there is fair, accessible, efficient, sustainable and responsible for the benefit of consumers 
generally.” Additionally, any conflict with the provisions of the CPA and the provisions of any other Act “must 
be applied concurrently to the extent possible, without contravening each other.” Section 2(9) of CPA provides 
that, in instances where both cannot be applied concurrently, the “legislation that gives greater protection to the 
consumer should be applied;” Jacobs, Stoop and Van Niekerk “Fundamental Consumer Rights under the 
Consumer Protection Act 2002: a Critical overview and analysis” 2010 Potchefstroom Elec LJ 302  304 
provides that a number of obligations in the CPA are placed on suppliers and authorities to achieve these 
purposes. 
21 Section 5 states that the CPA “applies to all transactions within the Republic of South Africa.” It is not 
applicable to goods or services promoted or supplied to the State, credit agreements in terms of the National 
Credit Act 34 of 2005; services under employment contracts and agreements giving effect to collective 
bargaining agreements. Therefore, provided that browse wrap and click wrap agreements are within the scope of 
the CPA, the provisions of the CPA would be applicable. 
22 S 20 of the CPA. 
23 An example of this is Amazon.com which stipulates in their terms and conditions that: “Amazon attempts to 
be as accurate as possible. However, Amazon does not warrant that product descriptions or other content of any 
Amazon Service is accurate, complete, reliable, current, or error-free. If a product offered by Amazon itself is 
not as described, your sole remedy is to return it in unused condition.” 
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The consumer further has a right to receive information in plain and understandable language.24 
Plain language requires “an ordinary consumer of the class of persons for whom the document 
is intended, with average literacy skills and minimal experience as a consumer of the relevant 
goods or services, could be expected to understand the content.”25 For the reader to understand 
as quickly, easily, and completely as possible, “the context, comprehensiveness and 
consistency of the document” must be taken into consideration. The manner in which the 
sentences are structured including the types of words used contribute to the representation and 
the style of the document. Section 22 of the CPA gives effect to section 43 of the ECTA, which 
requires the supplier to provide the consumer with certain information. The supplier must give 
such information in section 43, in plain language, in a way that the consumer can easily 
understand. As the CPA and ECTA can be read together in the protection of consumers in 
browse wrap and click wrap agreements the CPA would give effect to the ECTA in this regard. 
In Standard Bank v Dhlamini,26 the court dealt with section 64 of the National Credit Act 
(NCA)27 which is deals with plain language and is materially similar to the provision in section 
22 of the CPA. The court concluded that if purposively interpreted, the consumer has a right to 
be informed by reasonable means of the material terms of the documents the consumer signs. 
Additionally, the supplier has the onus to prove that it took reasonable measures to inform the 
consumer of the material terms of the agreement. The court did not discuss what would be 
considered to be material terms. Consumers also have the right to plain language and to be 
informed in an official language that he understands as required by section 64 of the NCA and 
section 22 of the CPA.  
It is evident from Dhlamini case that plain language plays a vital role in our law, therefore, 
terms and conditions of browse wrap and click wrap agreements must be in plain language as 
it can have an impact on validity of the agreement, as the meeting of the mind can only take 
place when the consumer understands content of the agreement.  
Section 48 of the CPA provides that “a supplier must not enter into an agreement to supply any 
goods or services at a price and on terms that are unfair, unreasonable or unjust.”28  
                                                          
24 s 22(1) (b) CPA. 
25 s 22(2) CPA. 
26 2013 1 SA 219 (KZD). 
27 34 of 2005. 
28 Amazon.com for instance, ensures that their retail prices of a product are regularly checked against prices of 
other retailers to ensure that they are fair, reasonable and just.    
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The CPA further provides that a supplier must not act in a manner that is unfair, unreasonable 
or unjust by requiring a consumer to waive any rights, assume any obligation, or waive any 
liability of the supplier.29 The CPA additionally stipulates that a term or condition of an 
agreement is “unfair, unreasonable or and unjust if it is excessively one-sided in favour of any 
person other than the consumer and if the terms of the transaction or agreement are so adverse 
to the consumer as to be inequitable.”30 Therefore, it is evident according to the CPA that the 
terms and conditions in browse wrap and click must be fair, reasonable and just. 
Section 49 of the CPA also provides that, notice must be given to the consumer by the supplier, 
in instances terms and conditions of a browse wrap agreement , limit liability for the supplier 
or adversely affect the rights of a consumer. This has been discussed in paragraph 2.3.4. 
Section 50 provides that in written agreements whether or not the consumer signs the 
agreement, the supplier has to provide the consumer with a free copy, or free electronic access 
to a copy of the terms and conditions of that agreement.31 If the agreement is not in writing, a 
supplier must keep a record of transactions entered into over the telephone or any other 
recordable form as prescribed.32 Click wrap agreements and browse wrap agreements, are 
electronically written, therefore, the supplier has to provide the consumer with a free copy or 
electronic access to the copy of terms and conditions. In browse wrap agreements the consumer 
does not sign the agreement but merely browses the website, which can imply that he agrees to 
the terms and conditions, therefore, the supplier must ensure that he provides the consumer 
with an electronic copy of the agreement. 
3.3.2 Limitation of Liability and Exemption Clauses 
Section 51(1) (a) provides that the terms and conditions must not defeat the purposes and policy 
of the CPA by misleading or deceiving the consumer. The consumer must not be subjected to 
fraudulent conduct. Additionally, a supplier cannot waive or deprive a consumer of a right or 
avoid their obligation or duty in terms of the CPA. The terms and conditions must not limit or 
exempt a supplier of goods or services from liability for any loss directly or indirectly due to 
their gross negligence.33The supplier cannot set aside any provisions of the CPA, but they are 
                                                          
29 s 48(1) of CPA. 
30 s 48(2) of CPA. 
31 s 50(2) (b) of CPA. 
32 s 50(3) of CPA 
33s 51(1)(c)(i) of CPA. 
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not prevented from requiring personal identification code or number in order to facilitate a 
transaction that in the normal course of business necessitates the provision of such code or 
number.34 Suppliers in browse wrap and click wrap agreements must ensure that their terms 
and conditions comply with this section as it inscribes which terms and conditions are 
prohibited by CPA. This section additionally gives permission for the supplier to request 
information such as identity number to identify the consumer for purposes of concluding the 
agreement. 
3.3.3 Enforcement 
There are disputes resolution mechanisms in section 70 of the CPA, in instances a consumer 
seeks to settle any disputes with a supplier by referring the matter to, “the applicable ombud 
with jurisdiction if the supplier is subject to the jurisdiction of any such ombud, or an industry 
ombud if the supplier is subject to the jurisdiction of any such ombud, or a person or entity 
providing conciliation, mediation or arbitration services to assist in the resolution of consumer 
disputes, other than an ombud with jurisdiction, or an accredited industry ombud, or by 
applying to the consumer court of the province with jurisdiction over the matter, if there is such 
a consumer court, subject to the law establishing or governing that consumer court.” Therefore, 
consumer’s in browse wrap and click wrap agreements can use these dispute mechanisms as 
they are financially viable contrary to referring the matter to a court of law. The challenge with 
section 70 is, in instances where there is a foreign supplier and these dispute resolution 
mechanisms do not have jurisdiction. 
3.4. Protection of Personal Information Act 
3.4.1 Scope and Applicability 
Consumers in browse wrap and click wrap agreements, in most instances are required to give 
their personal information for the transaction to be concluded, therefore, it is possible for 
consumer’s privacy to be compromised. POPIA35 would apply to both browse wrap and click 
wrap agreements. It is also worth noting that POPIA is not in full force yet,36 but section 114 
of POPIA states that everyone has one year from the date it comes into force fully, to comply 
                                                          
34 s 51(4) of CPA. 
35 n 5 above. 
36 Certain sections of the POPIA have already commenced, which are the definitions in section 1, Information 
Regulator (Part A of Chapter 5), Regulations (Section 112) and Procedure for making regulations (Section 113). 
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with the POPIA’s requirements for processing of personal information. For now, Chapter 8 of 
the ECTA and some other sections of POPIA apply to personal information that has been 
obtained through electronic transactions.37 
Section 14 of the Constitution provides that everyone has a “right to privacy, this also includes 
right to privacy in terms of collection, retention, dissemination and use of personal 
information.”38 Therefore, POPIA would play a vital role in our law particularly in click wrap 
and browse wrap agreements as it gives effect to section 14 of the Constitution.39 
The aim of POPIA is “to promote the protection of personal information processed by public 
and private bodies and to introduce certain conditions to establish minimum requirements for 
the processing of personal information.”40 
Section 2 provides that the purpose of this section is to protect privacy and important interests, 
including the free flow of information within the Republic and across international borders.41 
Also it “regulates the manner in which personal information may be processed, by establishing 
conditions that prescribe the minimum threshold requirements for the lawful processing of 
personal information.”42 It also provides persons with rights and remedies to protect their 
personal information from processing that is not in accordance with the provisions of POPIA.43 
The consumer’s information in browse wrap and click wrap agreements is protected when 
dealing with foreign suppliers, as permission of the consumer is required before their 
information is processed. Therefore, the consumer will be aware of the information processed 
by the supplier, as he must give permission. 
3.4.2 Consumer Rights and Protection of Personal Information 
The consumer has a right to have their personal information processed in a lawful manner.44 In 
browse wrap and click wrap agreement, the consumer is normally required to provide 
information such as their name, contact details, identity number and in some instances bank 
                                                          
37 s 50(1) of the ECTA. 
38 Preamble of POPIA. 
39 s 2(a) of POPIA. 
40 See long title of POPIA. 
41 s 2(a) (ii) of POPIA. 
42 s 2(b) of POPIA. 
43 s 2(c) of POPIA. 
44The definition of processed is section 1 of POPIA is “ the collection, receipt, recording, organisation, collation, 
storage, updating or modification, retrieval, alteration, consultation or use; dissemination by means of 
transmission, distribution or making available in any other form; or merging, linking, as well as blocking, 
degradation, erasure or destruction of Information of personal information.” 
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account details. Therefore, it is important such information is “processed in a lawful manner.”45 
This includes the right be notified that personal information is being collected or that personal 
information has been accessed or acquired by an unauthorised person.46 The consumer can also 
request access to their personal information and can request for the correction, destruction or 
deletion of his or her personal information or to object, on reasonable grounds processing of 
his or her personal information. Section 5 of POPIA would apply to browse wrap and click 
wrap agreements and that personal information must be processed in a lawful manner which 
includes making the consumer aware that their personal information is being processed and 
deleting that information upon his or her request.47 The consumer must also have an option of 
choosing to have their personal information processed. 
Section 9 of POPIA provides that personal information must be processed lawfully and in a 
manner that does not infringe the consumer’s right to privacy.48 Section 10 of POPIA further 
stipulates that personal information should be only processed for the given purpose and where 
relevant. Additionally, section 13(1) of POPIA states that “personal information must be 
collected for a specific, explicitly defined and lawful purpose related to a function or activity 
of the responsible party.”49 Such personal information must not be retained any longer than is 
necessary for achieving the purpose for which the information was collected or subsequently 
processed.50 The personal information of consumer in browse wrap and click wrap agreements 
must be processed as agreed upon in the terms and conditions and should not be used for other 
purposes.51 Once that agreement is terminated the personal information of the consumer must 
be deleted as the purpose has been served.52  
                                                          
45 s 51(1) of the ECTA provides that, “a data controller must have the express written permission of the data 
subject for the collection, collation, processing or disclosure of any personal information on that data subject 
unless he or she is permitted or required to do so by law.” 
46 Personal information is defined as “a person’s name, contact details, religion, sexual orientation, personal 
views, private correspondence, health records, employment records, and financial records.” 
47 s 13(2) of POPIA. 
48 s 51(2) ECTA, “A data controller may not electronically request, collect, collate, process or store personal 
information on a data subject which is not necessary for the lawful purpose for which the personal information 
is required.” 
49A responsible party is “a person/s who determine the purpose and means for processing information” 
(example: a supplier can be the responsible party.  
50 s 14(1) of POPIA; s 51(3) of the ECTA provides that “the data controller must disclose in writing to the data 
subject the specific purpose for which any personal information is being requested, collected, collated, 
processed or stored.” 
51s 51(4) of the ECTA states that “the data controller may not use the personal information for any other purpose 
than the disclosed purpose without the express written permission of the data subject, unless he or she is 
permitted or required to do so by law.” 
52 s 51(8) of the ECTA provides that “the data controller must delete or destroy all personal information which 
has become obsolete.” 
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Personal information may only be processed if the data subject, or a competent person on behalf 
of a child consents to the processing.53 Section 11 of POPIA, therefore, provides that a child 
cannot give permission for the processing of their personal. A parent or guardian is required to 
give such permission. In most instances, browse wrap and click wrap agreements require 
personal information of the consumer for the agreement to be concluded. Therefore, a child 
cannot conclude such an agreement because they lack full contractual capacity to grant 
permission for the processing of such information according to section 11. Therefore, these 
agreements can only be entered into by a parent and guardian on behalf of the child or with 
their consent. It is evident that section 11 of POPIA is linked to the requirement of legal 
capacity to contract, as the consumer must have capacity to conclude a valid contract and to 
give permission for the processing of personal information. Most websites attempt to prevent 
children from concluding online agreements, but it is practically difficult to determine online, 
that the contract is being concluded by a child or an adult. This will be discussed in detail in 
chapter 4. 
For confidential information to not be compromised there must be security measures in place. 
Therefore, POPIA requires measures to be in place to prevent loss of, damage to or 
unauthorised destruction of personal information; and unlawful access to or processing of 
personal information.54 The operator,55 in these browse wrap and click wrap agreements has, 
according to section 21 of POPIA, a duty to maintain security measures to ensure personal 
information stays confidential. If the operator has a reasonable belief that personal information 
of the consumer has been compromised has the responsibility to inform the responsible party 
immediately of that. The responsible party will then notify the Regulator and the consumer that 
that personal information has been accessed by an unauthorised person. 56 
The operator additionally must process such information only with the knowledge or 
authorisation of the responsible party and treat personal information which comes to their 
knowledge as confidential and must not disclose it,57 unless required by law or in the course of 
                                                          
53 s 11(1) (a) of POPIA. 
54 s 19 (1) of POPIA. 
55 Chapter 1 of POPIA defines an operator as “a person who processes personal information for a responsible 
party in terms of a contract or mandate, without coming under the direct authority of that party.” 
56 s 22(1) of POPIA. 
57 s 51(6) of the ECTA states that “a data controller may not disclose any of the personal information held by it 
to a third party, unless required or permitted by law or specifically authorised to do so in writing by the data 
subject.” 
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the proper performance of their duties.58 It is evident that the operator and the responsible party 
both have a duty to keep personal information of the consumer confidential as they both have 
access to it59 
3.4.3 Consumer Complaint Procedure 
Section 40(1) (d) of POPIA provides that consumers in browse wrap and click wrap agreements 
can lodge a complaint with the Regulator if they believe that protection of their personal 
information has been violated. The Regulator will investigate the alleged complaints and 
address these kinds of problems.60 The consumer can also institute civil proceedings regarding 
the alleged interference with the protection of his, her or its personal information as provided 
for in section 99. However, this will only come into effect when POPIA is fully in force. 
3.5 Conclusion 
Our legislation attempts to bridge a gap in adhesion contracts specifically through the ECTA, 
CPA and the POPIA, in protecting consumers who are in weaker bargaining positions to ensure 
that agreements are fair, just and reasonable. Although legislation makes several attempts to 
promote and protect the interests of consumers, there are still existing challenges that our law 
needs to address such as the issue of jurisdiction, legal capacity and litigation. These challenges 
will be discussed in chapter 4 and it will additionally attempt to find solutions to these 
challenges.
                                                          
58 s 20 of POPIA 
59 Amazon.com for instance provides the following: “protects the security of the consumer’s information during 
transmission by using a Secure Sockets Layer (SSL) software, which encrypts information you input. It transmits 
the entire credit card number to the appropriate credit card company during order processing, but to protect the 
consumer, only reveals the last four digits of consumer’s credit card numbers when confirming an order.” In its 
terms and conditions, it also stipulates that it does not sell such personal information to others. 
60 s 40(1) (d) of POPIA. 
28 
 
 
CHAPTER 4 
DEFICIENCIES AND ENFORCEABILITY ISSUES IN PROTECTION OF 
CONSUMERS 
 
4.1 Introduction 
The Consumer Protection Act (CPA)1 and Electronic Communications and Transactions Act 
(ECTA)2 attempts to protect consumer rights and to enhance confidence in the use of electronic 
contracts. The consumer protection rights are commendable, but they do not in all instances 
sufficiently protect consumers. This chapter will discuss challenges that consumers face in 
electronic transactions such as jurisdiction, litigation and capacity to contract. 
4.2 Consumer Protection Issues 
4.2.1 Conflict of Law Rules and Jurisdiction  
E-commerce transverses across geographical borders as internet transactions are conducted 
over a network. Even though consumers seem to be well protected within the South African 
legislative framework, problems arising from cross-jurisdictional transactions can deprive or 
limit consumers from the protections offered to them. Therefore, jurisdiction is the main legal 
challenge in the regulation of international electronic commerce and particularly in browse 
wrap and click wrap agreements.3 
Section 47 of the ECTA provides that, protection rights of consumers applies irrespective of 
the legal system applicable to the agreement in question. Section 5(8) of the CPA similarly 
provides that application of the CPA applies to suppliers who resides or has its principal office 
within or outside the Republic. Therefore, a South African consumer who buys an item from 
Amazon.com, is still protected by the provisions of the ECTA. Theoretically, this provision 
sounds like an effective consumer protection mechanism. However, the ECTA does not address 
the issue when two legal systems are applicable to a single agreement. Therefore, concern 
                                                          
1 68 of 2008. 
2 25 of 2002. 
3 Snail “Electronic Contracts in South Africa - A Comparative Analysis” 2008 Journal of Information, Law & 
Technology (JILT) 1 18. 
29 
 
relates to the practical enforcement of legislations on suppliers that operate outside the borders 
of South Africa.  
Conflict of law rules will then be applicable, these are rules applied by each country to 
determine which legal system of will govern a dispute if there are two or more converging 
systems.4 It is still problematic to determine which law will govern disputes in online 
agreements as there are foreign websites and each country has its own conflict of law rules. 
4.2.2 Choice of Law Clause  
In browse wrap and click wrap agreements, the parties can decide what system of law will 
govern the contract and the consequences of such a contract. This is done in terms of the 
principle of party autonomy which is similar to the principle of freedom to contract.5 The choice 
of law clause must be a valid one and must be contained in a valid contract.6  
In the absence of such a clause to the effect that the parties have agreed on a system of law to 
regulate the contract, the presumed intention of the parties will be considered. The intention of 
the parties may be derived from the lex loci solutionis (the place where the performances in 
terms of the contract were to take place), or the lex loci contractus (where the contract was 
concluded).7 The tacit inference of the parties and the surrounding circumstances can be 
considered by courts. 
Standard Bank of South Africa Ltd v Efroiken and Newman,8 the court rejected the approach 
of using place of closest connection, and said the agreement should be read in the light of its 
subject matter and surrounding circumstances, to be presumed to have been the intention of the 
parties. In the case of Guggenheim v Rosenbaum,9 the court said: 
“there are indications that the parties intended that our law should govern their contract. 
Defendant was domiciled in South Africa. His business was located here too. When he 
entered into the contract he was merely on a short visit to New York and intended 
                                                          
4 Forsyth Private International Law (5th ed) 2. 
5 Johnson The Legal Consequences of Internet Contracts (2003 dissertation SA) 113. 
6 An example of choice of law clause is on Amazon website which states: “using any Amazon Service, you 
agree that the Federal Arbitration Act, applicable federal law, and the laws of the state of Washington, without 
regard to principles of conflict of laws, will govern these Conditions of Use and any dispute of any sort that 
might arise between you and Amazon.”   
7 Johnson (n 5 above) 114. 
8 1924 AD 171. 
9 1961 4 SA 21 (W). 
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returning to South Africa. They agreed that she would follow him here as soon as she 
could. It was intended that such a move was to be permanent and her home was to be in 
future in South Africa. One of the reasons why they agreed that the marriage would take 
place here was that the defendant did not know what the effect of the New York law 
would be on his marriage. The irresistible inference from all those facts is that both 
parties intended that the law of South Africa should govern their contract.”  
This case indicates that the location of the parties, at the time the contract was concluded, as 
well as any relocation that is by either of the parties, can assist in determining the intention of 
the parties on which legal system will govern the dispute.  
Other factors that the court can consider in browse and click wrap agreements is the wording 
and terminology used in the agreement. If it states that payment must be in US Dollars, it will 
be an indication that foreign law will apply. The nature of the agreement can indicate the 
intention of the parties, such as the design of the web site, can be considered to determine 
whether foreign or local law will govern the dispute. The place of delivery or performance can 
also be a deciding factor. Forsyth suggests that the place where contract was concluded will 
govern unless performance takes place somewhere else, then the law where performance will 
take place will govern.10  
4.2.3 Fraudulent and Deceptive Commercial Practices 
Another issue that further arises from browse wrap and click wrap agreements is fraud, where 
a person’s personal information is used without their knowledge or permission, to conclude 
such agreements or a person claims that someone must have gained access to their computer. 
To determine the onus of proof, the concept of attribution is considered. 
Attribution is determining whether electronic event may be linked to a person and whether a 
data message was actually sent by the person who is indicated as its originator. Therefore, it is 
the question as to whether or not an act was performed via the computer by the said specific 
person or entity. 11 
Attribution deals with instances in which one may assume that an event originated from that 
person in terms of paper-based agreements, the problem would be in relation to forged 
signatures or the unauthorised use of a letterhead belonging to another individual or 
                                                          
10 Johnson (n 5 above) 115.  
11 Johnson (n 5 above) 143. 
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entity.12With online agreements, such as browse wrap and click wrap agreements, the owner’s 
computer with his credit card details can be accessed and such a person can use it to pay for 
goods and services without the owner’s knowledge or permission. Most websites prevent this 
by sending a one-time pin to the owner’s mobile phone for completion of the transaction. This 
is not always effective if such a person has access to the owner’s mobile phone. Personal 
identification codes may also be used to determine responsible person, but this is problematic, 
in instances where a person denies having concluded a contract regardless his computer having 
access control, claiming that someone gained access to his password. Section 86 of the ECTA 
prohibits unauthorised access to data,13 it attempts to provide protection to consumers in this 
regard but this is still one of the biggest challenges experienced by consumers as it is difficult 
to always trace the person who accessed the consumer’s electronic device without permission. 
Therefore, South African legislation does not sufficiently protect consumers in this aspect.14 
4.2.4 Challenges Regarding Malware  
Section 61 of the CPA provides that suppliers are liable for any unsafe goods; defect or hazard 
in any goods. The supplier is also liable for product failure or inadequate instructions and 
warnings to any hazard arising from the use of the goods. In browse wrap agreements, browsing 
through the website can result to malware(virus), which is a software that is designed to disrupt, 
damage, or gain unauthorised access to a computer system. The consumer whilst visiting a 
website can open links or open a website that redirects him to a site without his permission. If 
the firewall is vulnerable, the virus can bypass it.15 This can easily ruin the computer as the 
computer system data will be corrupted, and private data stolen. This is most commonly 
achieved via what is called "Exploit Kits" which are used to deliver a lot of dangerous malware 
(such as banking trojans and Cryptoware) to computers worldwide. In click wrap agreements 
for instance, a consumer could be downloading a SpySheriff, which is malware that disguises 
itself as anti-spyware software which can destroy the consumers computer or exploit their 
personal information. A malware is a form is an unsafe software in relation to section 61 of the 
                                                          
12Johnson (n 5 above) 143. 
13 It is a criminal offence to “intentionally authorise or intercept any data without authority or permission to do 
so.” 
14 An example is on News24 (http://m.news24.com/SouthAfrica/News/gigaba-hack-raises-questions-about-
ministers-phone-security),when the Home Affairs Minister Malusi Gigaba’s phone was compromised and a 
video of himself was leaked. This example reveals that many consumers in online agreements are exposed to 
this problem as their electronic devices and personal details can be compromised. Therefore, section 86 of the 
ECTA does not sufficiently protect consumers in browse wrap and click wrap agreements. 
15 Firewall protects a network or system from unauthorised access. 
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CPA but it will be practically difficult to apply, as there is no one to hold accountable for such 
malware injected on the computer. Therefore, in these instances, due to practical difficulty our 
legislation cannot provide protection to consumers in this regard. 
4.3 Validity Issues 
4.3.1 Legal Capacity 
Today, it is not at all surprising to find very young children navigating through the internet 
with extreme ease. The possibility of these children entering into contracts cannot be excluded 
completely. The CPA in section 39 provides that, an agreement is void if the consumer does 
not have legal capacity and the supplier knew or could reasonably know. These contracts would 
not be binding as they do not comply with the requirement of a valid contract. The main 
problem in browse wrap and click wrap agreements is that they are online agreements, 
therefore, it is difficult to verify that the person contracting has legal capacity contrary to 
contracts concluded physically, where parties can see each other face to face.16 It is easy for a 
child without the consent of a parent or guardian to conclude such contracts and to induce the 
supplier to believe that he has legal capacity to contract, unless the supplier obtains consumers 
personal details such the identity number and date of birth to determine if they have capacity 
to contract.  
4.4. Practical Issues 
4.4.1  Litigation  
A great number of contracts concluded over the internet are for the purchase of goods and 
services by private individuals. In most cases, the items ordered will be of a relatively small 
value compared to the costs involved in taking legal action for breach of contract. This is the 
reason for little litigation when foreign suppliers have breached the contract.17 
For example, section 44 of the ECTA, if an online supplier refuses to refund the consumer for 
the goods returned, it may often be too costly to take legal action against him and even the 
possibility of criminal prosecution would be ineffective for small amounts. It will be costly for 
a consumer to proceed with legal action against a supplier especially in cross border contracts 
                                                          
16 Johnson (n 5 above) 85 
17 Johnson (n 5 above) 130. 
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where foreign courts might have jurisdiction to hear the matter.18The consumer can make use 
alternative dispute mechanisms in the CPA as stated in paragraph 3.3.3 but these alternative 
dispute mechanisms will not be useful in instances where they do not have jurisdiction 
particularly in terms of foreign suppliers. 
4.4.2 Plain Language 
Consumers also have the right to plain language and to be informed in an official language that 
he understands as required by the NCA in section 64 and CPA in section 22. According to the 
Standard Bank v Dhlamini case,19 the supplier has the duty to explain the contents and meaning 
of a contract to illiterate persons, and this will have an impact on the validity of the agreement 
between parties. In browse wrap and click wrap agreements, supplier’s terms and conditions 
must be written in plain language as discussed in 3.3.1, but it would be practically impossible 
for the supplier to explain the contract to the consumer as these are online contracts. Although 
this protection is provided, the practicality of it under these agreements may create a deficiency. 
4.4.3 Right to Information 
The issue regarding information provided by the supplier which is not clear to a consumer, can 
easily be resolved if doing business with a South African supplier.20 Section 50 of Promotion 
of Access to Information Act (PAIA),21 gives rights to the consumer to request any record of a 
private body, if it is required for the exercise or protection of any rights. Additionally, all 
private bodies in the Republic are required to compile a manual in terms of section 51 of PAIA. 
The information manuals contain the postal and street address, phone and fax number and, if 
available, electronic mail address of the head of the private body. A description of the PAIA 
guide compiled by the South African Human Rights Commission and how to access it must be 
provided in the manual.  
The consumers in browse wrap and click wrap agreements must be given access to any record 
of a private body, if that record is required for the exercise or protection of any rights. All 
organisations in South Africa must comply with PAIA, however, legislation does not address 
                                                          
18 Johnson (n 5 above) 111. 
19 2013 1 SA 219 (KZD). 
20 For instance, information to be provided to the consumer by the supplier in terms of section 43(1) of the 
ECTA. 
21 2 of 2002. 
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the concern from an international perspective as consumers cannot easily request for 
information of suppliers outside South Africa. 
4.5 Conclusion 
The ECTA and CPA attempt to address consumer protection issues but there are still 
deficiencies in the protection of consumers in browse wrap and click wrap agreements. To 
address most of these issues, legislation which strictly deals with online transactions with 
foreign suppliers must be put into place. It must determine how protection rights in the CPA 
and ECTA will be enforced on foreign suppliers and the consequences for those that do not 
comply with our legislation. This will address the deficiencies in current legislation which does 
not discuss on how protection of consumers will be enforced against foreign suppliers.  
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CHAPTER 5 
CONCLUSION 
It is evident from this study that browse wrap and click wrap agreements are recognised as 
valid and enforceable contracts in South African law, provided that they comply with the 
requirements of a valid contract. The mere fact that these agreements form part of a data 
message is irrelevant. 
As discussed from this study, the law surrounding ticket cases is applicable to the operation of 
browse wrap agreements. This is largely due to browse wrap agreements being tacit agreements 
in nature, in which both the conduct of the consumer and whether the supplier gave sufficient 
notice to such a consumer would help determine whether the consumer is bound to a browse 
wrap agreement. It is apparent from this study that click wrap agreements are part of signed 
documents and this is confirmed by section 13(3) of the Electronic Communications and 
Transactions Act 2002 (ECTA). 
As browse wrap and click wrap agreements can be considered to be adhesion contracts, 
consumers are often found to be in weaker bargaining positions. Legislation attempts to address 
the inherent risk of contracts between those in stronger bargaining positions and those in 
weaker bargaining positions It provides guidelines on how to deal with such contracts and 
protection for these consumers. 
There are challenges faced by consumers. Chapter 7 of the ECTA makes a great effort to protect 
consumers in electronic transactions. Additionally, the CPA attempts to protect consumers in 
respect of all transactions within the Republic of South Africa. Both legislations endeavour to 
enhance confidence of consumers when concluding agreements online or physically. The 
consumer protection rights in both statutes are commendable. 
Although legislation has addressed some of the issues that consumers are faced with, there are 
still issues and deficiencies in legislation for consumer protection, such as issues regarding 
jurisdiction, fraudulent and deceptive conduct, litigation and legal capacity, which was 
discussed in-depth in chapter 4. These deficiencies illustrate that consumers are not sufficiently 
protected in all instances in browse wrap and click wrap agreements and that there is a need to 
supplement the existing protections to address deficiencies that were identified in chapter 4 of 
this study. Our courts have not decided over these uncertainties to lay a foundation on the way 
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forward. Consequently, lot of work must be done to address these inconsistencies to ensure that 
the consumer receives the best possible protection as envisaged by the ECTA.  
Therefore, it is suggested the legislature introduce more robust consumer protections in relation 
to cross border transactions. Particularly, it should determine how protection rights in existing 
legislation will be enforced across borders and what the consequences are for those that do not 
comply with our legislation. This will give South African consumers more confidence in the 
enforcement of their rights in electronic transactions, and compliance of suppliers with 
protection rights available to South African consumers.  
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ANNEXURE A 
1. EXAMPLES OF CLICK WRAP AGREEMENTS 
 
Example 1 
 
Example 2 
 
Example 3 
 
2.  EXAMPLE OF BROWSE WRAP AGREEMENT 
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ACRONYMS 
 
The following acronyms have been used in this research: 
CPA Consumer Protection Act 68 of 2008 
E-Commerce Electronic Commerce 
ECTA Electronic Communications and Transactions Act 25 of 2002 
NCA National Credit Act 34 of 2005 
PAIA Promotion of Access to Information 2 of 2002 
POPIA Protection of Personal Information 4 of 2013 
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